scan4secrets report

Total findings: 24 | critical: 3 high: 9 medium: 10 low: 2 info: O

severity rule_id verified file line secret_redacted

high iac-docker-curl-pipe-shell - examples/sample-app/Dockerfile 2 curl -fsSL https://get.example.com/in
medium env-named-credential-assignment - examples/sample-app/.env 4 s3cr3tCl13ntV4lu

medium env-named-credential-assignment - examples/sample-app/.env 5 Olael9zksjdhfg8273hdksjf

medium env-named-credential-assignment - examples/sample-app/.env 6 Sup3rP@sswO0rdDB

medium env-named-credential-assignment - examples/sample-app/.env 7 aGVsbG9lbmNyeXB0aW9ua2V5MTIz
medium basic-auth-credential - examples/sample-app/.env 8 eAxbYmFzaWM6Y3JIZHM=
medium dotnet-debug-enabled - examples/sample-app/web.config 3 <compilation debug="true"

medium dotnet-custom-errors-off - examples/sample-app/web.config 4 <customErrors mode="Off"

medium dotnet-request-validation-disab - examples/sample-app/web.config 5 validateRequest="false"

critical kotlin-command-injection-exec - examples/sample-app/src/Main.kt 2 Runtime.getRuntime().exec(

high kotlin-android-webview-javascri - examples/sample-app/src/Main.kt 3 .addJavascriptinterface(

critical py-command-injection - examples/sample-app/src/app.py 5 os.system(

high py-sql-injection - examples/sample-app/src/app.py 6 .execute("SELECT * FROM users WHERE
high py-ssrf - examples/sample-app/src/app.py 7 requests.get(

high py-insecure-tls - examples/sample-app/src/app.py 7 verify=False

high py-path-traversal - examples/sample-app/src/app.py 8 open(

medium py-weak-hash - examples/sample-app/src/app.py 9 hashlib.md5(

high react-dangerous-innerhtml - examples/sample-app/src/Widget.jsx 3 dangerouslySetinnerHTML={{

high web-xss-node-response-taint - examples/sample-app/src/server.js 3 res.send("<h1>${req.query

high node-sgl-injection - examples/sample-app/src/server.js 4 .query('SELECT * FROM u WHERE
critical node-command-injection - examples/sample-app/src/server.js 5 exec(

medium node-open-redirect - examples/sample-app/src/server.js 6 res.redirect(

low xml-secret-bearing-tag - examples/sample-app/config/services.xml 4 Xyz23kdt3uij3430xA9

low xml-secret-bearing-tag - examples/sample-app/config/services.xml 8 pk7Hs92jLm4nQr8tVwlzXy




